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The future European general data protection regulation (the "GDPR") has been the subject 
of a great deal of emotion and much discussion in recent months - and will clearly continue 
to be so until it comes into force on 25 May. The GDPR is certainly a radical change in many 
respects and whilst some have seen it as new legislation imposing significant additional 
obligations and responsibilities on companies -entailing substantial compliance costs- others 
see it as a real opportunity to expand knowledge of data -notably personal data- managed 
by their companies allowing both for the introduction of a big data strategy (so as to better 
understand their resources and their potential exploitation) and for optimisation of services 
offered to their clients (to improve their market position). However, what does the GDPR 
actually provide for and what are the consequences of its provisions for companies? It 
appears essential to understand - in very broad terms and in summary (173 recitals and 99 
articles) - what is and what changes with the GDPR before developing and implementing any 
compliance program so that the company can better identify and adapt its actions and 
control -and limit- its costs and ensure the sustainability of its investments in compliance. 

 

 
 

 
 
a) the GDPR is a European "regulation" and is 

therefore directly applicable in each European 
Union country. Due to its supranational nature, 
it will prevail in the event of any conflict 
between its provisions and those of domestic 
legislation in EU Member States. 
 

b) the GDPR is the result of lengthy work to 
achieve consensus between EU Member States 
in terms of personal data. Consequently, 
anything which has not been agreed between 
Member States is not dealt with in the GDPR 
and therefore remains subject to the domestic 
legislation of each country. In France, for 
instance, processing of personal data requiring 
prior authorisation of the French Data 
Protection Authority (CNIL) (such as biometric 
data or behavioural data) will continue to be the 
subject of an application for authorisation 
insofar as domestic legislation has not 
amended/repealed this requirement. 
 

c) the notion of personal data has been 
maintained in its widest terms and covers any 

data that enables direct or indirect 
identification of an individual. 
 

d) the GDPR applies to (i) companies located in 
the EU (whether or not the data is processed in 
the EU) as well as to (ii) any processing of 
personal data relating to people who are 
located within the EU where this processing 
offers goods and services (whether or not paid 
for) to these people or concerns their 
behaviour (within the EU). These companies  
-whether or not located in the EU- are 
consequently "data controllers" which should in 
this regard take action both to check 
compliance and to remedy any failings. All 
processing by companies (data controllers) 
located in a place where the legislation of an EU 
Member State is applicable by virtue of 
international private law is also covered. 
 

e) the GDPR imposes co-responsibility and joint 
and several liability between data controllers 
and/or data processors insofar as they 
participate in the same processing operations, 
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so as to guarantee effective compensation in 
full for any material damage as well as moral 
injury/non material damage suffered by the 
victim of a violation of its provisions. 

 

f) the GDPR provides for severe administrative 
penalties of up to 20 million euros or 4% of the 
total worldwide annual turnover for the 
preceding financial year, whichever is the 

highest. These administrative penalties may be 
added to any other administrative penalty (for 
obstructing the CNIL action for example) and to 
any fine handed down by a criminal court 
(violation of the provisions set forth in the Data 
Protection Act is criminal offence) as well as any 
compensation granted by a civil court to victims 
of such violations. 

 
 

 
 

 
a) the GDPR reverses the position: citizens 

(re)gain control of their personal data and 
companies are no longer more than 
"depositories" (the notions of privacy by design, 
security by default, etc. need to be taken into 
account and acted on). 
 

b) the GDPR reverses the position: the GDPR 
eliminates legal requirements for prior 
declaration formalities to local personal data 
protection authorities. As a result, the liability 
of the company simply increases: it is 
incumbent upon the company to be able to 
justify -ab initio and spontaneously- its 
compliance with the GDPR (and with domestic 
legislation) in the event of any control (specific 
information management measures pertaining 
to compliance should be taken). 
 

c) the GDPR reverses the position: it is incumbent 
upon the data controller and the data processor 
to provide proof that damage is not 
attributable to them, if it is to claim exemption 
from liability. 
 

d) the GDPR requires the appointment of a Data 
Protection Officer (DPO) for data controllers 
and data processors where (i) their core 
activities require regular systematic monitoring 
of the data subjects on a large scale due to their 
nature, scope or purpose or (ii) their basic 
activities consist of large-scale processing of 
sensitive1 personal data (or personal data 
relating to criminal convictions or offenses). 

Consequently, all companies with significant 
business (BtoC) activities or with a large number 
of employees are concerned. 
 

e) any processing likely to lead to a heightened risk 
to the rights and freedoms of individuals due to 
its nature, scope, context, or aims pursued or 
the technology used, gives rise to a requirement 
for the company to undertake an impact 
analysis prior to implementation. This analysis 
is mandatory when it concerns (i) automated 
processing of systematic and in-depth 
evaluation of personal aspects (notably 
profiling) which may "have legal effects" or may 
affect "in a significant manner" those people 
whose data is exploited, (ii) large-scale 
processing of personal data which is sensitive 
(or personal data pertaining to criminal 
convictions and offences) and (iii) systematic 
large-scale monitoring of an area open to the 
public. 
 

f) the GDPR requires data controllers to notify the 
CNIL, without delay and if possible within 72 
hours after being informed, of any security 
breach if it is likely to lead to any risk to 
individual rights and freedoms. This concept of 
a security breach covers cyberattacks which 
result in leaks of personal data as well as the 
loss or theft of any hardware, notably mobile 
devices which may contain personal data files 
(such as tablets, laptops, smartphones, etc.). 

 
 

 
 

                                                           
1 i.e. race, ethnicity, political opinions, religious or 

philosophical beliefs, trade union membership, genetic 

or biometric data, health data, or information concerning 

sexuality or sexual orientation of a natural person. 

SSTEP 2: WHAT YOU NEED TO REMEMBER 
TEP 1: WHAT YOU NEED TO KNOW 

 



Page 3 of 5 
 

 

a) compliance will be successful only if it reflects 
collective and collaborative work within the 
company : (i) collective -that is to say vertically- 
in that the whole company must be involved in 
the process, from management to employees, 
whatever the extent of their commitment and 
(ii) collaborative -that is to say 
horizontally/transversally- in that all 
departments (marketing/operational, IS, HR, 
Legal, Finance & Audit) must support and/or be 
fully involved in work undertaken as well as the 
procedures and rules which are developed to 
achieve compliance. The company should 
therefore set up a multi-disciplinary team 
including at least one representative from each 
of the departments who will supervise and 
participate in implementation of the 
compliance program, and will be able to provide 
regular reports to their teams and line 
management. 
 

b) compliance will be reliable only if (i) the team 
adopts a common vocabulary which is clearly 
defined, so that everyone has the same level of 
understanding and uses the words in the same 
way when speaking to their teams, and if (ii) the 
program takes into account the company DNA 
and its specificities. Envisaging (and expecting) 
"turnkey" compliance (as opposed to “tailor-
made” compliance), by calling solely upon third 
parties (consultants or lawyers), will neither 
guarantee the company genuine compliance 
with respect to its customary behaviours and 
professional practice nor continuity in internal 
procedures implemented to ensure sustainable 
compliance. 
 

c) compliance will be effective only if it adopts an 
all-encompassing approach: the company must 
take into consideration all aspects of personal 
data it holds/exploits. This primarily concerns 
the following themes: (i) collection of personal 
data and the ability of the company to prove 
due and proper information (concept of 
"transparency") to the person whose personal 
data is collected notably as to the purposes 
pursued (cf. "profiling" more particularly for 
targeted marketing) and as to the clear and 
unambiguous nature of consent obtained, (ii) 
traceability of access and flows of personal data 
within and outside the company, (iii) 

management of HR personal data (employees 
are citizens "almost" like any other), (iv) 
security measures implemented for the 
protection of the information system and more 
particularly personal data files (controlling 
access, encryption of personal data files, 
classification of personal data  
-sensitive/critical-, storage on servers, locally 
and on mobile terminals, hosting in a 
datacenter, archiving/purging - duration of 
storage), (v) contractual relations of the 
company with service providers and sub-
contractors notably as to verification of respect 
of their obligations with regard to the 
provisions of the GDPR and applicable domestic 
legislation (vi) transfers of any personal data to 
countries outside of the EU. 
 

d) compliance will be productive and financially 
profitable only if the company takes the time 
and uses the energy (i.e. the human, financial 
and material resources) to develop a genuine 
"data" governance strategy (big data, 
client/patient/etc. personal data, Human 
Resource data). 
 

e) compliance will be sustainable only if the 
company sets up a "Personal Data" committee 
alongside the DPO, dedicated notably to 
management and rules, including on 
responsibility pertaining to personal data within 
the company. This "personal data" committee 
will enable the development of the strategy and 
governance relating to personal data over the 
long term, and will work in close collaboration 
with the DPO. 
 

f) in the event of control by the CNIL, and in order 
to assess the liability of the company in the 
event of non-compliance (and therefore to 
evaluate the amount of penalties to be 
imposed), there will be, in all likelihood, an 
investigation into whether the company 
committed the said violation (i) intentionally or 
(ii) by negligence, or (iii) if this was an ad hoc 
situation or beyond the control of the company. 
The efforts and resources mobilised by the 
company for compliance will be reviewed and 
evaluated so as to determine whether they 
were sufficient and appropriate in light of the 
volume and use of personal data in the 
company.  
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a) the company should understand its "data" 

environment: (i) the company must identify its 
information assets in terms of personal data 
(mapping, matching, etc.), (ii) the company 
should identify its uses and its flows within and 
outside the EU -Brexit should be taken into 
account- (iii) the company should identify the 
security levels of its information systems as well 
as its databases of personal information and 
potentially harmonise or strengthen these, (iv) 
the company should determine the levels of 
criticality of personal data collected. 
 

b) the company should implement an information 
collection and storage methodology by 
determining the business practices enabling it 
to guarantee (i) traceability of consent and 
consultation/updates of personal data as well 
as (ii) proper management of 
storage/archiving/deletion procedures which 
should be known, managed and controlled. 
 

c) the company should be seen to educate via (i) 
information to people whose personal data is 
collected as well as those who collect data, (ii) 
training employees and sub-contractors as to 
access and the purposes of collecting personal 
data and (iii) raising awareness of those who 
actually exploit personal data. 
 

d) the company should create a digital storage 
space dedicated to its "documentary 
framework" gathering all information so as to 
provide evidence of compliance. This space 
should be structured and include internal 
documents updated so as to justify compliance, 
notably internal procedures, internal rules 
(internal regulations, IT charter, etc.) and 
contractual clauses negotiated with sub-
contractors or service providers, as well as, 
naturally, the Register of the processing 
operations (exhaustive and detailed list of 
processing undertaken by the company and for 
which it is data controller or joint data 
controller or data processor). 
 

e) the company should schedule regular 
compliance audits and undertake ad hoc 
impact studies (ab initio, during the programme 
or subsequently in line with processing 
concerned) on processing operations which it 
considers to be the most critical, whether due 
to the amount of personal data collected or 
their level of sensitivity.  
 

f) the company should draft a crisis management 
procedure adapted to events related to 
personal data and should set up a specific crisis 
management unit (multidisciplinary around the 
DPO and/or a member of the Data Committee) 
which will be capable, on the one hand, of 
crystallising and protecting all elements 
(identification, proof and traceability) 
pertaining to the source of the crisis, and on the 
other hand urgently dealing with all types of 
crisis with a high critical level, notably (i) crises 
relating to personal data leaks (loss, theft, 
publication in the press or social media of 
questionable files) more particularly when the 
issue of notification of the CNIL arises (ii) 
ransomware notably further to blocking 
attacks, (iii) control by the CNIL and (iv) pre-
litigation or litigation relating to personal data 
and with potentially serious outcomes (such as 
harm to the reputation and to the image of the 
company or any risk of group actions). This unit 
may then delegate continuing post-crisis 
actions within the company by entrusting 
management and supervision to the Data 
Committee and DPO. 
 

g) the company should prepare crisis 
communication by previously determining the 
focus areas and main lines of its press releases 
and by selecting information which may be 
disclosed to the public, for instance as to 
compliance or measures regularly taken to 
guarantee continuing compliance.  
 

h) the company should negotiate its insurance 
terms in light of its cyber-risks and in terms of 
personal data.  
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For the majority of these operations, it is possible to call upon IT firms who have developed 
specific IT tools allowing for rapid and effective exploitable results (at more or less macro 
levels). However, verification and refinement of information obtained by the multi-
disciplinary team will always be necessary. It is also possible -and even recommended- to 
be supported by consultants or lawyers who specialise in leading a compliance program, 
and who may facilitate its implementation and accelerate its progress notably through a 
strict supervision and the provision of adequate documentation.   
 

A compliance program should be managed as a "project" within the company. A project 
manager, a dedicated project team, a budget and the support of the management are 
necessary pre-requisites for success. 
 

If personal data is considered as the new gold of the 21st century, regulations in force and 
future regulations will require companies to treat this data like TNT: an extremely powerful 
source, which it is necessary to fully know and to handle with the utmost care. However, 
once well-understood and mastered, personal data may offer companies almost infinite 
opportunities. 
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